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1.0 INTRODUCTION
This guide is an introduction to the MinFarm API. It explains what is an API, and

ways of interacting with one. The user interface of the MinFarm API is called the
MinFarm Dashboardrhe MinFarm API can be acges using this user interface,
andalsousing an application calleédostman This guide presumes some basic
knowledge ofPostman

2.0 WHY USE AN API?
An API allows a program to interact with the MinFarm system.

3.0 WHAT IS AN API?

The acronym API stands for Application Prograng Interface. An API allows
different applications communicate with one another. The MinFarm API is
located on the MinFarm Bridge Server. The MinFarm Bridger Server is hosted on
the Cloud.

4.0 WHAT IS A REST API?
The MinFarm API is a REST API, sometimes called RESTful APIl. REST stands for

Representational State Transfer. It describes your style of interaction with, and
how the API is set up. It employs standard HTTP methods of interagtibn
functions such as GET (view), POST (create), PUT (edit) and DELETE (delete).

5.0 REQUEST AND RESPONSE
When interacting with the MinFarm API, a Request is first sent to the API, and a

Response is received back. The transfer protocol HTTP isdused) this
transfer. The Request contains 4 parts:

1 The start line: contains the HTTP version number, the metaad
GET/POST/PUT/DELETE, folder location in the API, and any parameters.


https://app1.minfarmtech.io/
http://www.postman.com/

1 Header(s): the MinFarm API URL, Authorization Token, file ¢ype
application/json

1 A blank line: Separates the header from the body.

1 Body: Sometimes called payload. Contains further information associated
with the Request. Not all Requests contain a Body.

The Response also contains 4 parts:

1 The start line: contains th&iTTP version number and a Status Code
responseg.q.200 or 201 indicates a successful Request, Status Code 403
indicates an error.

1 Header(s): Date, file typeg.application/json etc.

1 A blank line: Separates the header from the body.

1 Body: What was mguested from the API.

6.0 WHAT SECURITY OR AUTHENTICATION METHODS ARE USED WITH
THE MINFARM API?

The MinFarm API uses OAuth 2.0 authentication. OAuth 2.0 does not share
password information, but gives the user a token, known as a Personal Access
Token (és0 called a Bearer Token), which allows access to a Scope, or access
capability, within the API. The MinFarm API suppfats types of Scope: Read,
Write, Manager and FirmwareRead is the most basic Scope allowing for Read
only access, and no editinghe Write Scope allows for editing. While the
Manager Scope contains full range of acc@$se Hrmware scope isor more
advanced access and will not be discussed in this docur@emtact MinFarm

for further information.

Each Personal Access Token is limited to one year and is in the form of a string
which must be copied and saved somewhere. The Personal Access Token is



generated via the MinFarm API user interface,in the MinFarm Dashboard
SeeSection8.3below on how to do this.

The MinFarm API also supports another type of OAuth 2.0 authentication called
Authorization Code Grant. This is for more advanced access and will not be
discussed in this white paper. Please contact MinFarm for further information.

7.0 STER: THE MINFARBMASHBOARD
The user interface of the MinFarm API is called theFarm Dashboard

Accessing this user intexde is the required first stap setting up access to your
device / sensarTo complete this sectionpoy should havéo handall necessary
passwords and keys as provided by your satellite service providedence/
sensorsupplier.The user creates Reployment by following the steps below:

7.1 REGISTER
Go tothe MinFarm Dashboardnd ®lect<Register Account>

MINFARMTECHg
REMOTE CONFIGURATION APP

Login or

E-Mail Address

Password
l“ Remember Me

il -


https://app1.minfarmtech.io/
https://app1.minfarmtech.io/
https://app1.minfarmtech.io/

The homepage is displayed.

— Toggle Sidebar 2, unalynam ~

«@ Deployments

Name No. Gateways No. Devices Network Status
Deployments

None Created!

Applications

Customers

Devices

MINFARMTECH ’

IDP Mailboxes . . . ;
The MinFarm Remote Configuration App allows you to completely control and configure all

your MinFarm gateways in the field.
IDP Terminals

Gateways

Deployment Overview

The various objects required in the Deploymarte shown in the schematic
below.

Deployment Overview

MinFarm Deployment Setup Steps

(® CUSTOMERS

(®) APPLICATIONS

@® DEVICES

(& DEPLOYMENT

@ GATEWAYS

(® IDP MAILBOXES :
(® IDP TERMINALS




7.2 CREATE A DEPLOYMENT
Add an IDP Mailbox by selectingdd IDP Mailboxin the dropdown menu on

the left-hand side Enter thefollowing: IDP Mailbox Username, IDP Mailbox

PasswordSelecticSave>

= Toggle Sidebar rg Una ~

& Add IDP Mailbox

Name
IDP Mailbox Username

IDP Mailbox Password

View All IDP Mailboxes

Add IDP Mailbox

IDP Terminals

Add an IDP Termal by selectingcAdd IDP Terminal>Enter the following:
Name, Mobile IDand thelDP Mailboxou have created. SelesGave>

= Toggle Sidebar 2 una~

& Add IDP Terminal

IDP Terminal Information

Name

D Deployments
Applications

P2, Customers

Mobile ID
o)) Devices
IDP Mailboxes - IDP Mailboxes
Test 02 E]
' IDP Terminals
View All IDP Terminals
Acid IDP Termingls




Add a Gateway by selectirghdd Gateway>. Select the IDP Terminal that you

have createdSelect<Save>

2 una~

D Deployments

Applications - i’:_" = ‘ . “n
—~ = | MEry, &
P2, Customers - < -
\

Name
IDP Mailboxes

R :
il IDRZecninols IDP Terminals

Gateways - Test

View All Gateways

Add an Applicatiobyselecting<Add Application>Adding an Application allows
you decide where to forward the data t8elect your particular device / sensor

in the <Type>drop-down menu.

B Add Application
(@) Home ' -

:3:\ Deployments

[ Applications
View All Applications

Add Application

Name
2 customers

(=) Devices

Type

Select<Next>and you are prompted to entethe Application Username and
Application Password hese credentials have been given to you by the device /

sensor providerSelecSave>



[P Deployments

9 Applications
View All Applications

Add Application

Application Username

IDP Mailboxes

‘ IDP Terminals 2 2
Application Password

Gateways

If when adding an application, and your particular device / sensor is not listed
under <Type> then seleckBasic HTTP / HTTRShis will send the data to a
HTTP endpointEnter the URL you would like to direct the data dMote
Pipedreamallows youto setup a public HTTBRLand see all traffic from your
devicgs)

Add a Device by selectirgfdd Device>Select the Application that you have
just created.Device EUI, App EWind App Key are obtained from the device
provider. Class, Device Profile and Network Profiés be left at the default
settings for nowNote the Name of your device(s) could be the serial number of
the device, to allow for easy identification if you haveuanber ofdevicesn the

field. SelectcSave>
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https://pipedream.com/

~ una ¥

(=) Add Device

0) Devices

Applications

View All Devices Test a

Name
IDP Mailboxes

IDP Terminals N
T Device EUI

Finally, create a Deployment by selectidd Deployment>This brings all the
entered information togetherSelecta Gateway and a Devide add to the

Deployment.Seleci<Save>

o Add Deployment

[P Deployments

View All Deployments

ey
Applications [

Customers L]

Devices &

IDP Mailboxes Create a new Deployment. You must select at least 1 Gateway and 1 Device to complete a

Deployment.

IDP Terminals
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Note the network status of the newly created Deployment is shown as a

Disconnected yellow icon.

Once the gateway comes online, the Network Status changes to a Connected
green icon. This process takes a few minutes. Once established, all future data

exchange is encrypted.
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